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Abstract  

Thi s Pri vacy I mpact Assess ment is bei ng conducted because Hu man Resource Cent er GSS 

( HRC- GSS), as well as its SF- 52 for m ( Request for Personnel Acti on) component, were 

identified duri ng t he Pri vacy Threshol d Assess ment as usi ng PII. The HRC- GSS syst e m 

pr ovi des human resources-related functi ons for t he FSI S HRO ( Hu man Resources Office). 

The SF- 52 mi nor application, whi ch is a part of t he HRC- GSS syst e m, all ows users t o submit 

SF- 52 for ms electroni cally.  

Overvi ew  

HRC- GSS provi des human resources-related functions for t he FSI S HRO.   The HRO is a sub-

unit of t he Hu man Resources Di visi on ( HRD) withi n t he Office of Management ( OM).  The 

facility is housed i n Mi nneapolis, Mi nnesot a.    The HRC- GSS consists of modul es t hat hel p 

support the processi ng of HR-related for ms and data. Three of t he applications t hat are housed 

on t he sa me server as HRC- GSS are separatel y owned and mai nt ai ned by t he Labor and 

Empl oyee Rel ations Di visi on.  These three applications are: 

 Credit Card Deli nquency: This mi nor applicati on pulls reports on e mpl oyee usage of 

credit card (for travel) fro m t he card issui ng U. S. banks.  The applicati on produces 

deli nquency letters t hat are mailed t o t he respecti ve e mpl oyee.  

 Empl oyee Rel ati ons Log ( ER Log): This mi nor application tracks the progress of 

e mpl oyee disci pli nary and adverse acti on cases, investi gati ons, Hotli ne Compl ai nts, etc.   

 Garni shment Log: This mi nor applicati on tracks open and cl osed cases relati ng t o 

whet her an e mpl oyee’s wages are applicable t o bei ng garnished.  The application relies on 

records from t he Nati onal Fi nance Cent er ( NFC) to det er mi ne t his stat us.  

The HRC- GSS pri maril y consists of Access and MS SQL Server dat abases t hat support the 

mi ssi on of t he HRD by allowi ng users t o:  

 Access portals t o vari ous HR data used by peopl e bot h i n and outsi de of t he HR office 

wi t hi n FSI S.  

 St ore i nfor mati on on peopl e who donat e leave t o transfer reci pi ents. 

 Set up t o track backgr ound i nvesti gati ons. 

 Use an aut omat ed syste m to mai nt ai n requests for vol unt ary reassi gnments from 

bargai ni ng unit empl oyees who want t o be reassi gned t o vari ous locati ons and pl ants.  

 Use an aut omat ed syst e m to request vacancy announce ments for Consumer Safet y 

Inspect or and Supervisory Consumer Safet y Inspect or positi ons. 

 Log i n a FedEx deli very recei ved i n t he HRO.  

 Request a servi ce certificat e for e mpl oyees who have met t he required years of servi ce for 

a lengt h-of-servi ce certificat e. 

 Tr ack e mpl oyee fol ders to make sure t hey are sent to t he admi nistrati ve section and 

scanned i n a ti mel y manner. 

 Log i n all Equal Empl oyment Opport unit y compl ai nt requests and notify the appropri ate 

servi ce tea m.  
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 Log i nfor mati on of e mployees who i ntend t o travel and who need t o fill a request for j ob-

related expenses for approval. These items i ncl ude: 

o travel expenses  

o mat erials for recruiti ng  

o fli ght infor mati on  

o credit card  

o ti me of depart ure and retur n  

o locati on where they are leavi ng from (office or resi dence l ocati on)  

o whet her t hey are taki ng public transportation  

o requests for Int ernet access 

o type of event attendi ng 

o request for fl yers/ promot ion mat erial  

o annual leave, comp ti me,  wor k ti me, is request ed, et c. 

o locati on desti nati on  

 Tr ack and run reports on SF- 52s.  

 Tr ack and monit or upcomi ng “suspense” acti ons, whi ch are records ent ered by users t o 

re mi nd t he m of HR-rel ated tasks t hat need t o be perfor med by a dat e det ermi ned by sai d 

user. These i ncl ude: 

o St udent Loans: users are re mi nded when t hey are to recei ve payment as part of 

the recruit ment schol arship progra m, whi ch pays a partici pant specific sums 

yearl y.  

o Generic recruit ment i ncenti ves i n whi ch a user must process acti ons by a 

certai n dat e t o recei ve acknowl edge ment and benefits of t heir acti ons. 

o Referral bonus awar ds: Users, who have referred someone, will recei ve a 

re mi nder t o process t his referral after a year for a bonus.  

o Pr omoti ons: dat ed re mi nders of t hose who are i n line for promoti ons.  

 Li st e mpl oyees who are eligi bl e for pri orit y consi derati on and eli gi bl e for re-promoti on.  

 Tr ack awar ds and generate certificates. 

 St ore all-e mpl oyee lists for use i n vari ous applications and reports. 

 Cal cul at e Servi ce Co mputation dat es. 

 St ore personnel acti ons for use in vari ous applications and reports. 

 Access t he security suite, whi ch cont ai ns each reco mmended security feat ure.  

 Send out re mi nders for vari ous HR ite ms.  

 Scan all files t o track claims and wor ker compensation.  

 Recor d all st udent i nternshi ps/ ext ernshi ps and applicants.  

 Change APHI S agree ment. 

 Access a Reference for classifiers t o l ook at each positi on i n each progra m area.  

 Send and recei ve OF5s (Opti onal For m 5 – an i nquiry as t o avail ability f or m. Used t o see 

if an applicant is still interest ed i n a positi on) t o ad mi n for letter pri nting.  

 Tr ack t he depart ure and arrival of SACs (Speci al Agree ment Check – a f or m used i n 

background i nvesti gati ons) for processi ng.  

 Tr ack medi cal dat a t o FOH ( Federal Occupati onal Healt h – usually used i n the physi cal 

eval uati on of potenti al or current empl oyees). 
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Processi ng Fl ow 

The HRC- GSS applicati on resi des on t he servers locat ed i n Mi nneapolis, Mi nnesot a, and can 

onl y be updat ed by aut horized HRO personnel.   

For dat a i nput t o occur i nto t he HRC- GSS, an aut horized user l ocat ed i n Mi nneapolis must 

input t he dat a recei ved fro m e mpl oyees in hard-copy or electroni c for mat.  Dat a is also 

retrieved from t he NFC and used t o pull empl oyee infor mati on t o buil d an accurat e profile.  

The servers have accounts set up for t he re mot e users t o connect t o HRC- GSS via t he USDA 

net wor k connecti on.  Data is securel y fed i nt o each respecti ve Mi nor Applicati on on a dail y 

basis.  The syst e m admi nistrat or at the Mi nneapolis l ocati on has control of the access levels 

int o t he HRC- GSS applicati ons.  The entire life-cycl e (creati ng, managi ng, and revoki ng 

access) of access management is handl ed t hrough Acti ve Direct ory groups creat ed wit hi n the 

HR Depart ment.   

Secti on 1. 0 Characteri zati on of the Infor mati on  

The f oll owi ng questi ons  are i nt ended t o defi ne t he scope of  t he i nfor mati on request ed and/ or 

collected as  well  as  t o provi de reasons  f or  its  collecti on as  part  of  t he pr ogra m,  syst e m,  r ul e, 

or technol ogy bei ng developed.  

1. 1  What i nfor mati on is collected, used, disse mi nated, or mai ntai ned i n 

the syste m? 

The t ypes of i nfor mati on st ored wit hi n HRC- GSS incl ude USDA e mpl oyee 

infor mati on, i ncl udi ng name, home address, and j ob-related i nfor mati on, whi ch 

incl udes positi on, grade, office l ocati on, awar ds, travel expenses, etc. The pri mar y 

identifier for each i ndi vidual whose i nfor mati on is st ored i n HRC- GSS is the HRI D.  

HRI D is used for processing and t he fiel d itself is di spl ayed t o some users, based on 

user aut horizati on.  This fiel d can and is used for retrieval i n lieu of usi ng the soci al 

security numbers (SSNs).    

The HRC- GSS ad mi nistrat or  obt ai ns  reports  from NFC and uses  a scri pt  to i mport  t he 

e mpl oyee dat a.  The dat a i n t he NFC- generated reports i ncl ude SSNs  and are used t o 

perfor m accuracy checks of  FSI S e mpl oyee dat a on HRC- GSS.  Once t he NFC r eport 

dat a are mat ched agai nst the records on HRC- GSS, the SSNs are erased.  

Est ablishment  na me  and physi cal  address,  from PHI S,  are also st ored withi n HRC-

GSS.   PHI S reports i n Excel  for mat  are i mport ed in a  manner  si mil ar  t o t hat  of  t he dat a 

from NFC.  The PHI S reports  pr ovi de est ablishment  dat a t hat  i s  t hen used i n l ookup 

tabl es, reports, and drop down boxes in t he HRC- GSS applicati ons. 

For the LERD-specific applicati ons: 

 Cr edit Card Deli nquency: This mi nor applicati on cont ai ns t he e mpl oyee’s na me, 

the ter m of t he deli nquency (30, 60, 90, 120 days, et c.), and t he government  credit 

card/ account number t hat was used.  
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 Empl oyee Rel ations Log:  This mi nor applicati on onl y mai nt ai ns t he e mpl oyee’s 

na me.   

 Gar nishment Log: This mi nor applicati on tracks open and cl osed cases as it relates 

to whet her or not an e mployee’s wages are applicabl e t o bei ng garnished.  The 

application relies on records from t he NFC t o det er mi ne t his stat us.   

1. 2  What are the sources of the i nfor mati on i n the syste m?  

HRC- GSS uses  dat a extracted from t he NFC and t he Public Healt h Infor mati on 

Syst e m ( PHI S), input from HR personnel, and data ent ered by i ndi vi dual empl oyees.  

1. 3  Why is the i nfor mat ion bei ng collected, used, disse mi nated, or 

mai nt ai ned?  

HRC- GSS i nfor mati on supports necessary HR functi ons related t o e mpl oyment, 

incl udi ng hiri ng, leave, co mpensati on, benefits, transfers, promoti ons, personnel 

acti ons, travel, admi nistrati ve support, and wor kplace safet y and fairness, among 

ot hers.   The LERD i nformati on supports ot her aspects of e mpl oyment, includi ng 

e mpl oyee acti ons relati ng t o disci pli ne, investigations, compl ai nts, wage garnishment, 

and e mpl oyee deli nquencies on government credit cards.  

1. 4  Ho w is the i nfor mat ion collected?  

Reports generat ed on NFC and PHI S are i mport ed through a manuall y acti vat ed scri pt. 

Dat a is also ent ered by HR personnel or directl y by i ndi vi dual e mpl oyees. Empl oyee 

input is collected vi a a web i nterface and popul ated i n t he user’s user profile.  Users 

must first have aut horized access t o t he HRC- GSS applicati on t o update t heir dat a.  

Once approved, a user must be on t he FSI S net work, and l og i n wit h t heir specific 

HRI D and pass wor d t o reach t heir user profile.  

Infor mati on from t he NFC (see Secti on 1. 2)  i s  downl oaded vi a Secure Fil e Transfer 

Pr ot ocol.   HRC- GSS r uns  a scri pt  agai nst  reports generat ed by t he NFC and mat ches 

that  dat a t o its  records  to verify t he accuracy of  the e mpl oyee dat a i n t he HRC- GSS. 

Reports  generat ed on PHIS are downl oaded as  Excel  files  and t hen manually i mport ed 

int o HRC- GSS.   

For the LERD-specific applicati ons: 

 Cr edit Card Deli nquency: This mi nor applicati on pulls reports on e mpl oyee usage 

of credit card (for travel) from t he card issui ng U. S. banks.  The e mpl oyee’s na me 

is then cross-referenced wi t h t he HRC- GSS t o identify t he proper e mpl oyee t o 

recei ve the deli nquency letter.   

 Empl oyee Rel ations Log:  Onl y LERD admi nistrators can submit dat a t o t he ER 

Dat abase from where the ER Log pulls its infor mation.     
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 Gar nishment Log: Empl oyee Rel ati ons speci alists obt ai n e mpl oyee’s payroll 

infor mati on from NFC and ent er it int o t he Garnishment Log application to 

det er mi ne if the e mpl oyee is eli gi bl e for wages garnishment.   

1. 5  Ho w will the i nfor mati on be checked for accuracy?  

Infor mati on on HRC- GSS i s  mat ched every t wo weeks  t o dat a from NFC for  accuracy. 

Empl oyees have access to profile i nfor mati on t hat they can i nspect for errors.  

For the LERD-specific applicati ons: 

 Cr edit Card Deli nquency: Empl oyee na mes pulled from t he card issui ng banki ng 

instit ution are cross-referenced wit h the HRC- GSS e mpl oyee na me t o ensure 

accuracy.  

 Empl oyee Rel ations Log:  The applicati on perfor ms basic i nput checks, but LERD 

admi nistrat ors are responsi bl e for verifyi ng t he accuracy of t he dat a t hey sub mit t o 

the ER Dat abase. 

 Gar nishment Log: Relies on NFC data t o det er mi ne eligi bility for wage 

garnishi ng. No checks are perfor med on t he dat a, whi ch is retrieved from NFC and 

is presumed accurat e.  

1. 6  What specific legal aut horities, arrangeme nts, and/ or agreeme nts 

defi ned the collecti on of i nfor mati on?  

Each USDA mi ssi on area, agency, and staff office shall creat e and mai nt ain proper 

and adequat e document ation of t he organi zati on, functi ons, policies, decisions, 

pr ocedures, and essential transacti ons of t he Depart ment of Agricult ure ( Depart ment) 

to prot ect the legal and financi al ri ghts of t he Government and of persons directly 

affect ed by t he Depart ment' s activities (44 U. S. C. 3101).   

US Code TI TLE 7, CHAPTER 55 - 2204 states t hat t he Secret ary of Agri cult ure may 

conduct any survey or other i nfor mati on collecti on, and e mpl oy any sa mpl ing or 

ot her statistical met hod, that t he Secret ary det er mi nes is appropriate.    

The Executi ve Or der 9397 issued i n 1943 all ows Federal components t o use the SSN 

"excl usi vel y" whenever the component found it advisable t o set up a new 

identificati on syste m for indi vi duals, and requires the Social Security Board t o 

cooperat e wit h Federal uses of t he number by issuing and verifyi ng numbers for ot her 

Federal agencies. 

The Nove mber 18, 2008,  amend ment t o t he Executive Or der 9397 directs Federal 

agenci es t o conduct agency acti vities t hat invol ve personal i dentifiers i n a manner 

consistent wit h prot ecti on of such i dentifiers against unaut horized use. 
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1. 7  Pri vacy I mpact Analysis: Gi ven the amount and type of data 

collected, discuss the pri vacy risks i dentified and how t hey were 

mi ti gated.  

Access t o dat a is strictl y controlled, wit h access grant ed t hrough HRSecure. HRSecure 

is an HRC- GSS-specific aut hentication process.  Users must go t hrough t heir specific 

pr ogra m’s security officer to place a request for access.  From t here, the user admi n 

for HRSecure recei ves t he request and establishes an account wit h t he applicati on.  

HRC- GSS Syst e m Ad mi nistrat ors and general users access t he syst e m usi ng uni que, 

aut horized accounts.  HRC- GSS cannot be accessed wit hout an aut horized account and 

it cannot be accessed by ext ernal users.  There are no anony mous user accounts.  All 

users are assi gned level-of-access roles based on their j ob functi ons.  Rol es li mit the 

updat e and pri nti ng capabilities t o t hose dee med necessary for specified j ob functi ons 

at t he applicati on level.  Multi ple levels of access exist based on t he aut horized user’s 

role and j ob functi on.  The level of access for t he user restricts t he dat a t hat may be 

seen and t he degree t o whi ch dat a may be modified by t he user.  

There are firewalls and other security precauti ons in place.  For exa mpl e, all 

aut horized staff usi ng t he syste m must compl y with t he Agency’s general use policy 

for i nfor mati on technol ogy.  Rul es of behavi or and consequences, and syste m use 

notificati ons are i n accordance wit h the Pri vacy Act (subsecti on e [9]) and OMB 

Ci rcul ar A- 130, Appendix III. The security controls in t he syst e m are revi ewed when 

si gnificant modificati ons are made t o t he syst e m, but at least every 3 years.   

Acti ve Direct ory and HRSecure rol e-based security are used t o i dentify t he user as 

aut horized for access and as havi ng a restricted set of responsi bilities and capabilities 

wi t hi n the syst e m. When anyone is granted access to t he FSI S environment, they are 

issued a USDA e mail account and an FSI S user account ( managed i n Acti ve 

Di rect ory). To access HRC- GSS, t he user must first logi n t o t he FSI S net wor k 

environment by usi ng t heir Acti ve Direct ory account t o l ogi n.  As a result, their secure 

net wor k l ogi n credentials (from Acti ve Direct ory) are checked agai nst aut horized 

syste m user role me mbershi p, and access pri vileges are restricted accordi ngly.   

The USDA e Aut hentication is not used t o l ogi n t o HRC- GSS, HRSecure is the nati ve 

aut hentication syst e m t hat is used. When a user accesses HRC- GSS, t here are specific 

user roles t hat are used t o furt her restrict a user’s access.  FSI S syste m users must pass 

a Government Nati onal Agency Check wit h Inquiries ( NACI) background check pri or 

to havi ng syste m access.  Regul ar, recurri ng security trai ni ng is practiced and 

conduct ed t hrough t he Office of t he Chi ef Infor mati on Officer.  

Aut horized user l ogi n i dentifiers are appended t o any syste m records creat ed or 

updat ed, al ong wit h the dat e and ti me of t he record creati on or change. This all ows 

admi nistrat ors t o i dentify the source of any i ncorrect or i ncompl et e dat a as recorded i n 

the syste m.  Any contractors who may be aut horized t o access t he syst e m (e. g., 

soft ware devel opers) are governed by contracts i dentifyi ng rul es of behavior for 



         Pri vacy I mpact Assess ment – Hu man Resource Servi ces GSS 

 

 

Te mpl at e v1. 2 – August 25, 2010  Page 9 
 

USDA and FSI S syst e ms and security.  Contracts are revi ewed upon rene wal by 

manage ment and contract personnel who are expert in such matters.  

Secti on 2. 0 Uses of the Infor mat ion  

The f oll owi ng questi ons are i nt ended t o deli neate cl earl y t he use of  i nfor mati on and t he 

accuracy of t he dat a bei ng used.  

2. 1  Descri be all the uses of i nfor mati on.  

See t he Overvi ew and Secti on 1. 3. 

2. 2  What types of tools are used to anal yze dat a and what type of data 

may be produced?  

Dat a is accessed vi a web interface where users can log i n t o vi ew t heir own HR 

infor mati on.  Their pri mary means of l oggi ng i n is vi a t heir uni que HRI D and t heir 

own pass wor d.  Access queries can also be run on dat a, but t he dat abase is onl y 

accessi bl e t o t he HRC- GSS admi nistrat or, who is grant ed access via his/ her FSI S 

Acti ve Direct ory per mi ssions. HR personnel may generat e reports t hat can be vi ewed 

onli ne or i n some applications exported t o . pdf or .csv.  

2. 3  If the syste m uses commerci al or publicly avail abl e data pl ease 

expl ai n why and how it is used.  

The syste m does not use any commerci al or publicl y availabl e dat a. 

2. 4  Pri vacy I mpact Analysis: Descri be any types of controls that may be 

i n pl ace to ensure that i nfor mati on is handl ed i n accordance with the 

above descri bed uses.  

In accessi ng t he web i nterface for HRC- GSS, users have t o go t hrough an appr oval 

pr ocess t hrough t heir own l ocal security officer, and t hen t he HRC- GSS admi nistrat or, 

to recei ve access t o t he syst e m.  Users also have to be i n an applicabl e user group 

wi t hi n the Acti ve Direct ory, where the group is one t hat can warrant access for its 

me mbers t o t he syst e m.  Once an account is creat ed, a user must log i n wit h their 

specific HRI D and pass wor d.  In order t o access t he applicati on l ogi n i nterface t he 

user must be on t he FSI S net wor k.  

Secti on 3. 0 Retenti on  

The f oll owi ng questi ons are i nt ended t o outli ne how l ong i nf or mati on will  be ret ai ned aft er 

the i nitial collecti on.  
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3. 1  Ho w l ong is i nfor mation retai ned?  

Infor mati on is retai ned i ndefi nitel y. A record has yet t o be del eted from t he syste m.  

3. 2  Has the retenti on peri od been approved by t he co mponent records 

officer and t he National Archi ves and Records Ad mi nistration 

( NARA) ?  

Accor di ng t o t he Records Manage ment Office: 

“The HRC- GSS is one of several electroni c recordkeepi ng systems t hat are due t o be 

schedul ed over t he course of t his upcomi ng Fiscal Year.  We have t o report the 

compl eti on of our electroni c recordkeepi ng system schedul es t o NARA and the 

Depart ment every year, and we are on track t o have t he maj ority of the syste ms 

schedul ed …” 

The schedul e can be accessed here:  

htt ps://insi de.fsis. usda. gov/fsis/e mp/ static/ gl obal/ offices/ oSpace/ asdOffice/inf or mati on

Br anch/recordsSecti on/records Manage ment Over vie w/records RDSchedul es/rrdSchedul

es.jsp 

If a user cannot access t he schedul e, they can contact the Records Management Office.  

3. 3  Pri vacy I mpact Analysis: Pl ease discuss the risks associ ated wi t h the 

lengt h of ti me data is retai ned and how those risks are miti gated.  

There are no additi onal risks associ ated wit h the lengt h of ti me dat a is retained.  

Possi bl e risks associ ated wi t h t he syste m data i nclude unaut horized access to t he 

users’ profile, unaut horized users modifyi ng a valid user’s profile, and non-pri vileged 

users accessi ng dat abase queries from t he HRC- GSS. These issues are mitigat ed by 

measures listed i n Secti on 1. 7.   

Secti on 4. 0 Internal Shari ng and Di scl osure  

The foll owi ng questi ons are i ntended t o defi ne the scope of shari ng wit hi n the United Stat es 

Depart ment of Agri cult ure.  

4. 1  Wi t h whi ch i nternal  organi zati on(s) is the i nfor mati on shared, what 

i nfor mati on is shared and for what purpose?  

All  dat a i s  used by FSI S e mpl oyees  who have been appr oved t o use t he syste m and i s 

not  shared wit h ext ernal  or gani zati ons.   Regul ar  e mpl oyees  onl y have access  t o t heir 

own pr ofile i nfor mati on and e mpl oyees  wit h HR r esponsi bilities  have the abilit y t o 

modify i nfor mati on on t he users  t hey are responsible f or  and t o r un HR r eports  where 

applicable.    

https://inside.fsis.usda.gov/fsis/emp/static/global/offices/oSpace/asdOffice/informationBranch/recordsSection/recordsManagementOverview/recordsRDSchedules/rrdSchedules.jsp
https://inside.fsis.usda.gov/fsis/emp/static/global/offices/oSpace/asdOffice/informationBranch/recordsSection/recordsManagementOverview/recordsRDSchedules/rrdSchedules.jsp
https://inside.fsis.usda.gov/fsis/emp/static/global/offices/oSpace/asdOffice/informationBranch/recordsSection/recordsManagementOverview/recordsRDSchedules/rrdSchedules.jsp
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4. 2  Ho w is the i nfor mat ion trans mitted or discl osed?  
 

See Secti on 2. 2. 

4. 3  Pri vacy I mpact Analysis: Consi deri ng the extent of i nternal  

i nfor mati on shari ng, discuss the pri vacy risks associ ated with t he 

shari ng and how t hey were miti gated.  

The controls,  as  not ed in Secti on 1. 7,  miti gat e t he risk of  i nt ernal  shari ng.   The 

additi onal  risk t hat  a user  mi ght  share personal  dat a wit h someone who does  not  have 

aut hority t o have t hat  i nfor mati on i s  f urt her  miti gat ed by t he fact  t hat  HR appli cati on 

users  are r outi nel y pr ovi ded pri vacy re mi nders  and t ake part  i n annual  securit y 

a wareness  trai ni ng.   I n additi on,  t hey are trai ned to handl e sensiti ve and confi dential 

infor mati on.   All  user  dat a i s  onl y accessi bl e and used by FSI S personnel  who are 

aut horized by t heir local security officer, and t hen by t he HRC- GSS admi n.    

Secti on 5. 0 External Shari ng and Di scl osure  

The foll owi ng questi ons are i ntended t o defi ne the cont ent, scope, and aut horit y for 

infor mati on shari ng external t o USDA whi ch i ncl udes Federal, state and l ocal government, 

and t he pri vat e sect or.  

5. 1  Wi t h whi ch external  organi zati on(s) is the i nfor mati on shared, what 

i nfor mati on is shared, and for what purpose?  

Infor mati on may be shared i n response t o specific congressi onal requests, FOI A 

requests or, in rare cases, ext ernal entities.  In t hese cases, personall y i dentifiabl e 

infor mati on woul d be redact ed.  

5. 2  Is the shari ng of personall y i dentifi abl e inf or mati on outsi de the 

Depart ment co mpati ble wit h the ori gi nal collecti on? If so, is it 

covered by an appropri ate routi ne use i n a SORN? If so, please 

descri be. If not, please descri be under what legal mechanis m the 

progra m or syste m is all owed to share the personall y i dentifiabl e 

i nfor mati on outsi de of USDA.   

Generall y, HRC- GSS applicati on i nfor mati on is not shared wit h organi zations ext ernal 

to t he USDA.   None of the LERD-specific applicati ons ( Garn Log, CC Delinq, and ER 

Log) partake in any external i nfor mati on shari ng.   

HRC- GSS is covered under Depart ment SORN OP- 1 (Personnel and Payroll Syst e m 

for USDA Empl oyees).   
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If necessary, infor mati on may be discl osed t o t he Depart ment of Justice for use in 

litigati on, for discl osure to adj udi cati ve body i n litigati on, law enforce ment pur poses, 

for discl osure t o a Me mber of Congress at the request of a constit uent, for di scl osure 

to  the Nati onal Archi ves and Records Ad mi nistration ( NARA) or t o t he General 

Ser vi ces Ad mi nistrati on ( GSA) for records manage ment i nspecti ons conduct ed under 

44 USC 2904 and 2906, for discl osure t o FSI S contract ors pursuant t o 5 USC 

552a( m), for discl osure to appropriate agenci es, entities, and persons when the agency 

suspects or has confir med t hat t he security or confidentialit y of i nfor mati on i n t he 

syste m of records has been compr omi sed.  

5. 3  Ho w is the i nfor mat ion shared outsi de the Depart ment and what 

security measures safeguard its trans mi ssi on?  

Shoul d HRC- GSS applicati on i nfor mati on need t o be shared wit h NARA,  Congress, 

or t he Depart ment of Justice, standard Depart mental and FSI S gui deli nes for provi di ng 

infor mati on t o such organi zati ons will be foll owed.  

5. 4  Pri vacy I mpact Analysis: Gi ven the external shari ng, expl ain t he 

pri vacy risks i dentified and descri be how t hey were miti gated.  

As l ong as na me, and e mpl oyment hist ory or ot her PII is trans mitted ext ernall y, there 

is the risk that it may be di scl osed t o unaut horized indi vi duals. 

Ho wever, under nor mal operati ng circumst ances, PII is not shared externally.  Such 

infor mati on woul d onl y be provi ded if required by law.  St andard FSI S or USDA 

gui deli nes for prot ecti ng the infor mati on woul d be followed.  

Secti on 6. 0 Notice  

The foll owi ng questi ons are directed at notice t o the i ndi vi dual of t he scope of i nfor mati on 

collected, the ri ght t o consent t o uses of sai d i nformati on, and t he right t o decli ne to provi de 

infor mati on.  

6. 1  Was notice provi ded to the i ndi vi dual pri or to collecti on of 

i nfor mati on?  

Yes.  Empl oyee dat a, such as na me and SSN are collect ed at the poi nt of hiring.   

In accordance wit h Directive 8010. 12, if personal infor mati on is obtai ned from an 

indi vi dual, they are provided wit h a copy of FSI S For m 8000. 5 Pri vacy Act  Notice 

and an expl anati on of t he Notice pri or t o a request for t he i nfor mati on.  In additi on, 

HRC- GSS is covered by the SORN OP- 1 (Personnel and Payroll Syst e m for USDA 

Empl oyees).  
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6. 2  Do i ndi vi duals have the opport unity and/or ri ght to decli ne to provi de 

i nfor mati on?  

Yes.  However, the i nformati on is required as a conditi on of e mpl oyment. 

6. 3  Do i ndi vi duals have the ri ght to consent to particul ar uses of the 

i nfor mati on? If so, how does the i ndi vi dual exercise the ri ght?  

No.  

6. 4  Pri vacy I mpact Analysis: Descri be how noti ce is provi ded to 

i ndi vi duals, and how t he risks associ ated wit h i ndi vi duals bei ng 

unaware of the collecti on are miti gated.  

As t he e mpl oyee provi des t he infor mati on, t here is no risk that t he i ndi vi dual is 

una ware of t he collecti on.  In accordance wit h Directi ve 8010. 12, if personal 

infor mati on is obtai ned from an i ndi vi dual, they are provi ded wit h a copy of FSI S 

For m 8000. 5 Pri vacy Act  Notice and an expl anati on of t he Notice pri or t o a request for 

the i nfor mati on.  In addition, the HRC- GSS applicati on is covered by t he SORN OP- 1.  

Secti on 7. 0 Access, Redress and Correcti on  

The foll owi ng questi ons are directed at an indi vi dual’s ability t o ensure t he accuracy of t he 

infor mati on collected about t he m.  

7. 1  What are the procedures that all ow i ndivi duals to gai n access to thei r 

i nfor mati on?  

The e mpl oyee woul d contact HR and foll ow t he standard HR procedures for 

addressi ng i ncorrect e mployee infor mati on.  Keep in mi nd t hat much of t he empl oyee 

infor mati on is provi ded directly by t he e mpl oyee.  

7. 2  What are the procedures for correcti ng i naccurate or erroneous 

i nfor mati on?  

Indi vi duals who believe that an HRC- GSS application mi ght have i naccurate or 

erroneous PII records pertai ni ng t o t he m shoul d write t o t he FSI S FOI A Officer at 

FSI S Freedo m of Infor mati on Act Office Roo m 1140, 1400 Independence Avenue, 

S W Washi ngt on, DC 20250- 3700 - Phone: (202) 690- 3882 Fax (202) 690-3023 - 

Email: fsis.foia @usda. gov.  

The FOI A request or must specify that he or she wishes t he records of t he syst e m t o be 

checked.  At a mi ni mu m,  the indi vi dual shoul d i nclude: na me; dat e and pl ace of birth; 

current maili ng address and zi p code; signat ure; a brief descri pti on of t he 

circumst ances t hat caused t he creati on of t he record (incl udi ng t he cit y and/or country 
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and t he approxi mat e dat es) t hat gi ves t he indi vi dual cause t o believe t hat t his syste m 

has records pertai ni ng t o hi m or t o her. 

7. 3  Ho w are i ndi vi duals notified of the procedures for correcti ng thei r 

i nfor mati on?  

Ne w e mpl oyees are provided wit h such i nfor mation at the ti me t hey are hired.  

In additi on, users can cont act t he FSI S Servi ce Desk at 1-(800) 473-9135.  

7. 4  If no for mal redress is provi ded, what alternati ves are avail abl e to the 

i ndi vi dual ?  

N/ A.  

7. 5  Pri vacy I mpact Analysis: Pl ease discuss the pri vacy risks associ ated 

wi t h the redress availabl e to i ndi vi duals and how t hose risks are 

mi ti gated.  

Correcti ons to t he dat a are securel y mai nt ai ned i n the sa me manner as t he origi nal dat a 

therefore, there is no pri vacy risk associ ated wit h redress availabl e t o i ndi viduals.  

Secti on 8. 0 Techni cal Access and Security  

The foll owi ng questi ons are i ntended t o descri be techni cal safeguards and securit y measures.  

8. 1  What procedures are i n pl ace to deter mi ne whi ch users may access 

the syste m and are they documented?  

1)  A user  must  be i n a specific gr oup/ depart ment  that  can j ustify use of  t he applicati on. 

The net wor k i d/i p address  ranges  of  user  gr oups  that  can j ustify usi ng t he appli cati on 

are already defi ned.  The HRC- GSS admi n performs t his task.  

2)  A j ustifiabl e user  would t hen have t o go t o t he ne w user  request  page f or  HRC- GSS 

and appl y.  

3)  Aft er  t he user  sub mits t he f or m,  t he security officer  for  t hat  user’s  depart ment  must 

appr ove/ decli ne the request.  The officer is notified vi a e mail. 

4)  Shoul d t he securit y office appr ove,  t he request  is  t hen sent  t o t he HRC- GSS 

admi nistrat or. 

5)  Once appr oved,  t he user  will  have access  t o t he syst e m.   The pass wor d that  t he user 

initiall y used t o submit  their  request  will  become t heir  mai n pass wor d t o access  t he 

application.   

8. 2  Wi ll Depart ment contractors have access to the syste m?  
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Or di naril y no, however shoul d a contract or be authorized t o access t he syste m, t hey 

wi ll be governed by t he contract’s i dentifyi ng rul es of behavi or for Department of 

Agri cult ure and FSI S systems and security. These types of contracts are routinel y 

revi ewed upon rene wal by manage ment and contract personnel expert in such matters.  

8. 3  Descri be what pri vacy trai ni ng is provi ded to users either generall y 

or specificall y relevant to the progra m or syste m?  

USDA Securit y Awareness and Pri vacy Trai ni ng is provi ded t o all users.  As a 

conditi on of syste m access, users must successfully compl et e security trai ning on a 

regul ar basis or l ose syste m access ri ghts.    

8. 4  Has Certificati on & Accreditati on been co mpl eted for the syste m or 

syste ms supporti ng the progra m?  

Yes. The Certification & Accreditati on was compl et ed on 8/ 9/ 2010 and expires on 

8/ 9/ 2013.  

8. 5  What auditi ng measures and techni cal safeguards are i n pl ace to 

prevent mi suse of dat a?  

 
Audits are perfor med at bot h t he hardware/ OS level and at the applicati on level.  At 

the hardware level, the Engi neeri ng Branch uses Event tracker t o monit or server l ogs, 

incl udi ng user l ogi ns (failure and success), net work connecti ons, syste m processes, 

et c.   

Audits on t he applicati on incl ude: 

 - Bi weekl y reports i n which dat a from t he NFC is compared t o dat a wit hi n the 

application t o ensure t hat an e mpl oyee’s overall federal i nfor mati on is accurate.   

- Clicks and acti ons by t he users are l ogged by t he syste m.  

The techni cal safeguards in place i ncl ude regul ar vul nerability scans, whi ch scan for 

vul nerabilities, irregul ar pat ch levels, and possi bl e web applicati on vul nerabilities.  

These scans are perfor med by t he SOC ( Syst e m Operati on Cent er) and fi xes are 

i mpl e ment ed by t he engineeri ng branch.  Any securit y i nci dents t hat coul d possi bl y 

compr omi se t he server or application are managed by t he SOC Inci dent Response 

tea m.   

8. 6  Pri vacy I mpact Analysis: Gi ven the sensitivity and scope of the 

i nfor mati on collected, as well as any i nfor mati on shari ng conducted 

on t he syste m, what pri vacy risks were identified and how do the 

security controls mi tigate the m?  
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The pri mar y risks are t hat the e mpl oyee’s i nfor mation may be i ncorrect or that it may 

be discl osed t o unaut horized i ndi vi duals.  These risks are miti gat ed by t he controls 

not ed i n Secti ons 1. 7, 2. 4, 3. 3, and 4. 3.  

Secti on 9. 0 Technol ogy  

The foll owi ng questi ons are directed at criticall y anal yzi ng t he selecti on process for any 

technol ogi es utilized by the syste m, i ncl udi ng syste m hardware and ot her technol ogy.  

9. 1  What type of project is the progra m or syste m?  

HRC is a General Support Syst e m.  

9. 2  Does the project e mpl oy technol ogy whi ch may raise pri vacy 

concerns? If so pl ease discuss thei r i mpl e ment ati on.  

No.  

Secti on 10. 0 Third Party Websites/ Applicati ons  

The foll owi ng questi ons are directed at criticall y anal yzi ng t he pri vacy i mpact of usi ng t hird-

part y websites and/ or applicati ons.  

10. 1  Has the Syste m Owner (SO) and/ or Infor mati on Syste ms Security 

Progra m Manager (ISSP M) revi ewed Office of Manage ment and 

Budget ( OMB) me morandu ms M- 10- 22 “ Gui dance for Online Use of 

We b Measure ment and Custo mi zati on Technol ogy” and M-10-23 

“ Gui dance for Agency Use of Thi rd- Party Websites and 

Appli cati ons”? 

No.  

10. 2  What is the specific purpose of the agency’s use of 3
rd

 party websites 

and/ or applicati ons? 

No 3
r d

 part y websites and/or applications are used.  

10. 3  What personall y i dentifi abl e i nfor mati on ( PII) will beco me avail abl e 

through t he agency’s use of 3
rd

 party websites and/ or applicati ons.  

No 3
r d

 part y websites and/or applications are used.  
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10. 4  Ho w will the PII that beco mes avail abl e through t he agency’s use of 

3
r d

 party websites and/ or applicati ons be used? 

No 3
r d

 part y websites and/or applications are used.  

10. 5  Ho w will the PII that beco mes avail abl e through t he agency’s use of 

3
r d

 party websites and/ or applicati ons be mai ntai ned and secured? 

No 3
r d

 part y websites and/or applications are used.  

10. 6  Is the PII that becomes avail abl e through t he agency’s use of 3
rd

 party 

websites and/ or applicati ons purged periodi call y?  

No 3
r d

 part y websites and/or applications are used.  

10. 7  Who will have access to PII that beco mes avail abl e through the 

agency’s use of 3
rd

 party websites and/ or applicati ons? 

Not applicable as HRC- GSS does not use 3
r d

 party applications.  

10. 8  Wi t h who m will the PII that beco mes avail abl e through t he agency’s 

use of 3
rd

 party websites and/ or applications be shared - either 

i nternall y or externall y? 

N/ A.  

10. 9  Wi ll the acti vities i nvol vi ng the PII that beco mes avail abl e through 

the agency’s use of 3
rd

 party websites and/ or applicati ons requi re 

either the creati on or modificati on of a syste m of records notice 

(SORN) ? 

No, it does not. 

10. 10  Does the syste m use web measure ment and custo mi zati on technol ogy? 

No.  

10. 11 Does the system all ow users to either decli ne to opt-i n or deci de to 

opt-out of all uses of web measure ment and custo mi zati on 

technol ogy? 

No.   
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10. 12  Pri vacy I mpact Analysis: Gi ven the amount and type of PII that 

beco mes avail abl e through t he agency’s use of 3
rd

 party websites 

and/ or applicati ons, di scuss the pri vacy risks i dentified and how t hey 

were miti gated.  

HRC- GSS does not use 3
rd

 part y applications to access its dat a. 
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