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Abstract

This Privacy | npact Assess nent is being conducted because Himan Resource CGenter GSS
(HRG GSY9), as vell asits SF52 for m( Request for Personnel Action) conponernt, were
identified during the Privacy Threshol d Assess nent as using PIl. The HRC- GSS system
provi des human resources-related functions for the FSIS HRO ( Himan Resources Cfice).
The SF52 minor application whichis a part of the HRG GSS system allows users to submt
SF-52 for ns electronically.

Overview

HRGC- GSS provides human resour ces-relaed functions for the FSIS HRQ The HROIis a sub-
unit of the Human Resources Dvsion (HRD wthinthe Gfice of Minagement (ON). The
facilityis housedin Mnneapolis, Mnnesata  The HRG GSS consists of modul es that hel p
support the processing of HRrelated for ns and data Three of the applications that are housed
onthe sane server as HRG- GSS are separatel y owned and rnai ntai ned by the Labor and

Enpl oyee Relations Dvision These three applications are:

e Credt Gard elinquency. This ninor application pulls reports on e npl oyee usage of
credit card (for travel) fromthe cardissung US banks. The application produces
delinquency letters that are nailedtothe respective e npl oyee.

Enpl oyee Relations Log (ER Log): This minor application tracks the progress of
e npl oyee disciplinary and adverse action cases, investigations, Hiline Conmplaints, ec

Garnishnment Log: This mi nor applicationtracks open and cl osed cases relatingto

whet her an enpl oyee’s wages are applicable to being garnished The application relies on
records fromthe National Fnance Center (NFO to deter mine this status.

The HRG GSS pri narily consists of Access and MS SQL Server databases that support the
mi ssion of the HRD by allowng users ta

e Access portalstovarious HR data used by people bathinand outside of the HR office
within FSIS

Soreinfor mation on people who donate leave totransfer recipierts.

Set uptotrack background investi gati ons.

Use an auonated systemto nai ntainrequests for vol untary reassi gnnents from

bar gai ning unit e npl oyees who want to be reassi gned to various locations and plarts.
Use an autonated syste mtorequest vacancy announce ments for Consurmer Safety
Inspector and Supervisory Consuner Safety Inspector positions.

Logina FedEx deliveryreceivedinthe HRQ

Request a service certificate for e npl oyees who have net the required years of service for
a lengt h-of-service certificate.

Track enpl oyee fd ders to make surethey are sert tothe ad mnistrati ve section and
scannedinati nely nanner.

Loginadl Equal Enployment Qoportunity conplaint requests and natify the appropriate
serviceteam
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e Loginfor mation of enployees who irtendtotravel and who needtofill arequest for job-
related expenses for approval. These itens incl ude:
o travel expenses
materials for recruting
flight infor mation
credt card
ti ne of departure and return
location where they are leavi ng from(office or resi dence | ocati on)
whet her they are taki ng public transportation
requests for Irternet access
type of event attendi ng
request for flyers/promotion nateria
annual leave, conp ti ne, workti ng, isrequested etc.
o location destination
Track and run reports on SF52s.
Track and nonitor upconi ng “suspense” actions, which are records entered by usersto
remndthemof HRrelatedtasks that needto be perfor ned by a date determ ned by sai d
user. These incl ude:

o Student Loans: users areremnded whenthey are to recei ve paynent as part of
the recrut nent scholarship program which pays a partid pant specific suns
yearly.

o Genericrecrut nent incentives in which a user must process actions by a
certain date torecei ve acknow edge nent and benefits of their actions.

o Referral bonus awards: Users, who have referred someone, wll receive a
remnder to process this referral after a year for a bonus.

o Pronutions: dated remnders of those who areinline for pronotions.

Li st enpl oyees who are elig bl e for priority consideration and eligible for re-pronotion

Track awards and generate certificates.

Sore al-enpl oyee lists for use in various applications and reports.

Calculate Service Conputation dates.

St ore personnel actions for use in various applications and reports.

Access the security suite, which contains each recomnended security feature.

Send out remnders for various HRitens.

Scan all filestotrack claims and wor ker conpensation

Record all student internshi ps/externshi ps and applicants.

Change APH S agree nent.

Access a Reference for dassifierstolook a each positionineach programarea

Send and recei ve OF5s (Optional Form5 —aninquiry asto availahilityform Wedto see

if an applicant is still irterested in a position) toadmn for letter prirnting

e Trackthe departure and arrival of SACs (Specia Agreenent Check —aformusedin
background i nvesti gati ons) for processi ng

e Track nedical datato FOH (Federa Qccupationa Health —usually usedinthe physica
eval uation o patentid or current enpl oyees).

O O O O O O O O O O
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Processing How

The HRG GSS application resides onthe servers located in Mnneapalis, M nnesata, and can
only be updated by authorized HRO personnel.

For datainput to occur intothe HRG GSS an authorized user locatedin Mnneapolis must
input the data recei ved frome npl oyees in hard-copy or electronic for mat. Datais aso
retrieved fromthe NFC and usedto pull enpl oyee infor nationto build an accurate profile
The servers have accounts set up for the remote users to connect to HRG GSS viathe USDA
net wor k connection [Datais securely fedinto each respective Ninor Application on a daily
basis. The systemadmnistraor a the Mnneapalis location has contrd of the access levels
inothe HRG GSS applications. The ertire life-cycle (creating nanaging, and revoki ng
access) of access nmanagenment is hand edthrough Active Drectory groups created wthinthe
HR Depart nent.

Section 1 0 Characterization of the Infor nation

The folowng questions areintendedto define the scope of theinfor mati on requested and/ or
collected as well asto provide reasons for its collection as part of the program system rule,
or technol ogy bei ng devel oped

11 What informationis cdlected uwed dsse mnated or naintainedin
the syste n?

The types of infor mation stored wthin HRG GSS include USDA e npl oyee

infor mation, including name, homne address, and job-relatedinfor mation which
includes position, grade, office location awards, travel expenses, etc. The pri mary
idertifier for each individual whose infor nationis storedin HRG GSSisthe HRI D
HRI Dis used for processing and the fiel ditself is displayed to some users, based on
user authorization This field can andis used for retrieval inlieu of usingthe social
security numnbers (SSNs).

The HRG GSS ad mnistrator obtains reports fromNFCand uses ascripttoi nport the
enpl oyee data. The datainthe NFG generated reportsinclude SSNs and are usedto
perfor maccuracy checks of FSIS e nployee data on HRG GSS. Once the NFC report
data are natched agai nst the records on HRG GSS, the SSNs are erased

Establishrment nane and physical address, fromPH S are also stored within HRC-
GSS PH Sreportsin Excel for nat arei nportedina nmanner si mlartothat of t he data
from NFC The PH Sreports provide establishment datathat isthen used inlookup
tables, reports, and drop down boxes inthe HRG GSS appli cati ons.

For the LERD-specific applicatiors:

e (redit Gard Celinquency: This minor application contains the enpl oyee’s nane,
the ter mof the delinquency (30, 60 90, 120 days, etc.), and the governnent credt
card'account nunber that was used
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e Enployee Relations Log: This minor application only naintains the enpl oyee’s
na re.

Garnishment Log: This mi nor applicationtracks open and cl osed cases as it relates
to whether or not an enployee’s wages are applicable to being garnished The
application relies onrecords fromthe NFCto deter mne this status.

12 What are the sources of the infor mationinthe syste n?

HRGC- GSS uses data extracted fromthe NFC and the Public Health Infor nation
System(PH S), input from HR personnel, and data ertered by individual empl oyees.

13 Why istheinfor mation bei ng cdlected used dsseninated or
mai nta ned?

HRG- GSS infor mation supports necessary HR functions related to e npl oynent,
including hiring leave, conpensation benefits, transfers, pronotions, personnel
actions, travel, adm nistrati ve support, and wor kplace safety and fairness, among
others. The LERDinformation supports a her aspects of enpl oynent, includ ng

e npl oyee actions relating to discipline, investigations, conplaints, wage garnishnent,
and e npl oyee delinquencies on governmnent credt cards.

14 Howistheinfor mation cdlected?

Reports generated on NFC and PH S are i nported through a manually activated scri .
Datais asoentered by HR personnel or directly by indvidual enployees. Enpl oyee
input is cdlected via a web interface and popul ated inthe user’s user profile. Users
must first have aut horized access tothe HRG GSS applicationto update their data
Once approved, a user nust be onthe FSI'S net work andlogin wththeir specific

HRI D and passwordtoreachtheir user profile

Infor mation fromthe NFC (see Section 1 2) is downl oaded via Secure Hle Transfer
Protocd. HRG GSSruns a script agai nst reports generated by the NFC and nat ches
that datatoitsrecordsto verifythe accuracy of the e npl oyee datainthe HRC- GSS
Reports generated on PHI Sare downl oaded as Excel files andthen nanuallyi nported
ino HRG GSS

For the LERD-specific applicatiors:

e Q(edit Gard Delinquency: This mnor application pulls reports on e npl oyee usage
of credit card (for travel) fromthe cardissuing US. banks. The enpl oyee’s nane
isthen cross-referenced withthe HRG GSStoidentifythe proper enpl oyeeto
recei ve the delinquency letter.

Enpl oyee Relations Log Oly LERD admnistrators can submt datatothe ER
Dat abase from where the ER Log pulls its infor nation
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16

e @arnishnent Log: Enployee Relations specialists obtain enpl oyee’s payrall
infor nation from NFC and enter itintothe Garnishnent Log applicationto
deter mne if the enpl oyee is elige for wages garnishnent.

How wil the i nfor mation be checked for accuracy?

Infor nmation on HRG GSSis natched everyt wo weekstodatafromNFC for accuracy.
Enpl oyees have access to profileinfor nationthat they caninspect for errors.

For the LERD-specific applications:

Credit Gard elinquency: Enpl oyee nanes pulled fromthe cardissui ng banki ng
institution are cross-referenced wththe HRG GSS e npl oyee nane to ensure
accuracy.

Enpl oyee Relations Log: The application perfor ms basicinput checks, bu LERD
admnistrators are responsible for verifying the accuracy of the datathey submt to
the ER Database.

Garnishment Log: Relies on NFC datato deter mine elighility for wage
garnishing No checks are perfor ned onthe data, whichis retrieved fromNFC and
is presuned accurate.

What specificlegal aut horities, arrangene nts, and or agreemne nts
defined the cdlection of i nfor mation?

Each USDA nmssion area, agency, and staff office shall create and naintain proper
and adequate docunentation of the organi zation functions, pdicdes, decisions,
procedures, and essential transactions of the Depart nent of Agricuture ( Depart nent)
topraect the legal and financial rights of the Government and of persons directly
affected by the Depart ment's actiuties (44 US C 3101).

US Code TITLE 7, CHAPTER 55 - 2204 states that the Secretary of Agriculture nay
conduct any survey or aher infor mation collection, and enpl oy any sanpling or
ot her statistical nethod, that the Secretary deter mines is appropriate.

The Executive Qder 9397 issuedin 1943 allows Federal conmponentsto use the SSN
"excl usi vel y' whenever the conponent found it advisableto set up a new
identification systemfor ind viduals, and requires the Social Security Board to
cooperate wth Federal uses of the nunber by issuing and verifying nunbers for a her
Federal agencies.

The Nove nmber 18 2008 anendnent tothe Executive Qrder 9397 directs Federal
agencies to conduct agency actimuties that invol ve personal idertifiers inanmanner
consistent wth pratection of suchidertifiers against unaut horized use.
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17 Privacy I npact Analysis: Gventhe anount and type of data
colected dscuss the privacy risks i dentified and howthey were
mi tigated

Accesstodatais strictlycontrdled wth access granted through HRSecure. HRSecure
is an HRG GSS-specific aut hertication process. Users nust gothrough their specific
progranis security officer to place arequest for access. Fromthere, the user admn
for HRSecure recei ves the request and establishes an account wththe application

HRG GSS System Administrators and general users access the syste musing uni que,
aut horized accounts. HRG GSS cannot be accessed wthout an authorized account and
it cannat be accessed by external users. There are no anony nous user accounts. Al
users are assi gned level -of-access rd es based on their job functions. Roles li nit the
update and prirnting capabilities tothose dee med necessary for specified job functions
at the applicationlevel. Multiplelevels of access exist based onthe authorized user’s
rde andjob function The level of access for the user restricts the datathat may be
seen and the degree to which data may be nodified by the user.

There are firewalls and other security precautions in place. For exanple, al

aut horized staff using the system nust conply wth the Agency’s general use policy
for infor mationtechnol ogy. Rules of behavior and consequences, and syste muse
natifications are inaccordance wththe Privacy Act (subsection e [9]) and OMB
Grcular A130, Appendix Ill. The security controlsinthe systemare reMewed when
significant rodifications are made tothe system but a least every 3 years.

Active Drectory and HRSecure rde-based security are used toidentifythe user as

aut horized for access and as having a restricted set of responsi hilities and capabilities
withinthe system Wen anyone is granted access tothe FSI' S environnent, they are
issued a USDA email account and an FSI S user account ( managedin Active
Orectory). To access HRG GSS the user nust first logintothe FSI'S net wor k
environnent by usingtheir Active Orectory account tologin A aresut, their secure
net wor k 1 ogin credentias (from Active Drectory) are checked agai nst aut horized
systemuser rde ne nmbership and access privileges are restricted accord ngly:.

The USDA e Autherticationis nat usedtolognto HRG GSS HRSecure isthe native
aut hertication systemthat is used Wen a user accesses HRG GSS, there are specific
user rdes that are usedto further restrict a user’s access. FSIS systemusers must pass
a Governnent Nitional Agency Check wth Inquiries (NAC) background check prior
to havi ng syste maccess. Regul ar, recurring securitytrainingis practiced and
conducted through the Office of the Chief Infor metion Gficer.

Aut horized user loginidentifiers are appended to any syste mrecords created or
updated along wththe date andti ne of the record creation or change. This all ows
admnistrators toidentify the source of anyincorrect or inconplete data as recordedin
the system Any contractors who nay be authorized to access the system(e. g,

soft ware devel opers) are governed by contracts identifying rues of behavior for
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US DA and FSI Ssystens and security. Contracts are reMewed upon renewal by
manage ment and contract personnel who are expert insuch natters.

Section 20 Wes of the Infor mation

The followng questions are intended to delineate clearly the use of infor mation and the
accuracy of the data bei ng used

21 Describe dl the wses of i rfor nation

See the Overviewand Section 1 3

22 What types of tods are used to anal yze data and what type of data
may be produced?

Datais accessed via web interface where users canlogintoviewtheir own HR

infor mation Their pri mary neans of logginginisviatheir unique HR Dand their
own password Access queries can also be run ondata, but the database isonly
accessibletothe HRG GSS administrator, who is granted access via his/her FSI S
Active Drectory per mssions. HR personnel nay generate reports that can be viewed
online or insome applications exportedto. pdf or .csv.

23 If the syste muses comnercia or pubicly availald e data dease
explan why and howitis wsed

The systemdoes nat use any comnercia o publicly available data

24 Privacy | npact Analysis: Describe any types of contrds that nay be
indace toersure that infor mationis hand edin accordance wththe
above described uses.

Inaccessingthe web irterface for HRG GSS, users have to gothrough an approval
process through their own local security officer, and thenthe HRG GSS admi nistraor,
torecei ve access tothe system sers also have to be inan applicabl e user group
withinthe Active Drectory, wherethe groupis onethat can warrant access for its

me nbers tothe system Once an accourt is created, a user nmust login wththeir
specific HR Dand password In order to access the application logi nirnterface the
user nust be onthe FSI'S net work

Section 3 0 Retention

The followng questions are intended to outline howl ong infor nmation will be retai ned after
theintia cdlection
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31 Howlongisirfornation reta ned?

Infor mationis retai ned indefinitely. Arecord has yet to be deleted fromthe system

3.2 Has the retention period been approved by the conponent records
officer and the National Archives and Records Adm nistration
(NARA) ?

Accordingtothe Records Minage nent CFfice:

“The HRCG GSSis one o severa electronic recordkeeping systens that are due to be
schedul ed over the course o this upcomng Fscal Year. \& haveto report the
conpl etion of our electronic recordkeepi ng systemschedul es to NARA and the
Depart nent every year, and we are ontrack to have the ngj ority o the syste ns
scheduled ...”

The schedul e can be accessed here:

htt ps://i nsi de. fsis. usda. gov/fsis/e np/ stati ¢ o obal/ offi ces/ oSpace/ asd Gffi ce/inf or nati on
Branch/recor ds Sectior/recor ds Minage nent Over vie Wrecor ds RDSchedul es/rrdSchedul
es.]sp

If a user cannat access the schedul e, they can contact the Records Minagenent Cfice.

3.3 Privacy I npact Analysis: Hease dscuss the risks associ atedw ththe
length of ti ne datais retained and howthose risks are natigated

There are no additional risks associated wththe length of ti ne datais retained

Possi bl e risks associated withthe syste mdata include unaut horized access tothe
users’ profile unaut horized users nodifying a valid user’s profile and non-privileged
users accessi ng database queries fromthe HRG GSS These issues are mitigated by
measures listedin Section 1 7.

Section 4 0 Internal Sharing and Dsclosure

The fdlow ng questions are intended to define the scope of sharing wthinthe Uhited Sates
Depart nent of Agricuture.

4.1 Wth whichinternal organi zation(s) is the i nffor mation shared, what
irfor mationis shared and for what purpose?

Al datais used by FSIS e npl oyees who have been approvedto usethe systemandis
nat shared wth external organizations. Regular e npl oyees only have access totheir
own profile infor nation and e npl oyees wth HR responsihilities have the ability to
modifyinfor nation onthe usersthey areresponsiblefor andtorun HRreports where
applicable.
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42 Howistheinfor nationtrans mtted or disd osed?
See Section 2 2

4.3 Privacy | npact Analysis: Gonsidering the extent of i nternal
i ifor mati on sharing, dscuss the privacy risks associated wth the
sharing and howthey were mtigated

The contrds, as noted in Section 17, mtigate the risk of internal sharing The
additional riskthat a user mght share personal data wthsomeone who does not have
aut horityto have that i nfor mationis further mtigated by the fact that HR application
users are routinely provided privacy remnders and take part in annual security
awareness training Inaddition they are trained to handl e sensitive and confidential
infor mation Al user datais only accessible and used by FSIS personnel who are
aut horized by their local security officer, and then bythe HRG GSS admn

Section 50 Bxternal Sharing and DOsclosure

The fdlow ng questions are irtended to define the cortent, scope, and authority for
infor mation sharing external to USDA whichincludes Federal, state and local governnent,
andthe private sector.

51 Wth whichexternal organi zation(s) is the i nffor mati on shared what
irfor mationis shared and for what purpose?

Infor mation may be shared inresponse to specific congressional requests, FA A
requests ar, inrare cases, external ertities. Inthese cases, personallyidertifiable
infor mation woul d be redacted

52 Isthesharing of personallyidentifial e infor mation outsi de the
Depart nent conpatide wththe orig nal cdlection? If sq isit
covered by an appropriate routine uiseina SORN? If sq dease
describe. If not, dease descri be under what legal nechanis mthe
programor syste mis dlowed to share the personallyidentifiabl e
i nfor mati on outsi de of USDA

Generally, HRG GSS applicationinfor nationis not shared wth organi zations exter nal
tothe USDA None of the LERD-specific applications (Grn Log CC Deling and ER
Log) partake inany external infor nation sharing

HRG GSSis covered under Depart ment SORN OP-1 (Personnel and Payroll System
for USDA Enpl oyees).
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If necessary, infor mation nay be disclosedtothe Depart nent of Justice for usein
litigation, for discl osure to adj udi cati ve body inlitigation lawenforce nment purposes,
for dscdosuretoa M nber of Congress a the request of a constituent, for disclosure
to the National Achives and Records Admnistration (NARA) or tothe General
Services Admnistration (GSA for records nanage nent inspections conducted under
44 USC 2904 and 2906, for dsdosureto FSI'S contractors pursuant to 5 USC

552a( m), for disc osure to appropriate agencies, entities, and persons when the agency
suspects o has confir ned that the security or confidertiality of infor mationinthe
systemof records has been conpromsed

Howis the ifor mation shared outsi de the Depart nent and what
security neasures safeguard its trans mssion?

Should HRG GSS applicationinfor mation needto be shared wth NARA Congress,
or the Depart nent of Justice, standard Depart nental and FSI'S gui delines for providing
infor mationto such organizations wll be fdlowed

Privacy | npact Analysis: Gventhe external sharing, expainthe
privacy risks i dentified and descri be how they were nitigated

As long as nane, and enploynent history or aher Pl istrans mtted externally, there
istheriskthat it may be discl osed to unaut horized ind v duals.

However, under nor mal operating circunstances, Pl is nat shared externally. Such
infor mation would only be provided if required by law Sandard FSIS or USDA
gui delines for pratecting the infor mation woul d be fdlowed.

Section 6.0 Notice

The fdlow ng questions are directed a natice tothe individual of the scope of infor mation
collected the right to consent to uses of saidinformation andthe right to decline to provide
infor mation

6.1

WAs notice provided tothe ind vidual prior to cdlection of
i nfor mati on?

Yes. Enployee data such as nanme and SSNare collected at the point of hiring

In accordance wth Drective 8010.12 if personal infor mationis obtai ned froman
indvdual, they are provided wth a copy of FSI'S For m8000.5 Privacy Act Nbtice
and an explanation of the Notice prior toarequest for the infor mation In addition,
HRGC GSSis covered by the SORN OP-1 (Personnel and Payrdl Syste mfor USDA

Enpl oyees).
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6.2

Do i nd vi duals have the opportunity and/or right to decline to provi de
I nfor mation?

Yes. However, theinformationis required as a condition of e npl oy ment.

Do ind viduals have the right to consent to particu ar uses of the
I for mation? If sq how does the indivi dual exercise the nght?

No.

Privacy | npact Analysis: Describe hownoticeis providedto
indviduals, and howthe risks associated wthind v duals bei ng
unaware of the cdlection are nitigated

As the enpl oyee provides the infor mation thereis noriskthat the individual is
unaware of the cdlection. Inaccordance wth Drective 8010. 12, if personal

infor mationis obtained fromanindividual, they are provided wth a copy of FSIS

For m8000. 5 Privacy Act Notice and an explanation of the Notice prior to arequest for
the infor mation Inaddition the HRG GSS applicationis covered by the SORN OP-1

Section 7.0 Access, Redress and Correction

The fdlowng questions are directed at anindi vidual’s abilityto ensure the accuracy of the
infor mation cdlected about the m

7.1

What are the procedures that adlowindividuals to gai n access totheir
I nfor mation?

The e npl oyee woul d contact HR and fdlowthe standard HR procedures for
addressing incorrect enployee infor mation Keepin mindthat nmuch of the enpl oyee
infor mationis provided directly by the e npl oyee.

What are the procedures for correcti ng i naccurate or erroneous
I nfor mation?

I'ndividuals who believe that an HRG- GSS application mght have inaccurate or
erroneous Pll records pertainingtothe mshould witetothe FSIS FA A Cificer a
FSI'S Freedomof Infor metion Act Gifice Room 1140, 1400 Independence Avenue,
SW Washington DC 20250-3700 - Phone: (202) 690-3882 Fax (202) 690-3023 -
Email: fsis.faa @sda. gov.

The FA Arequestor nust specifythat he or she wishes the records of the systemto be
checked A a mini mum theindividual shouldinclude: nane; date and place of hirth
current nailing address and z p code; signature; abrief description of the

circunstances that caused the creation of the record (incl udi ng the dty and/or country
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and the approxi nate dates) that gves the individual causeto believe that this system
has records pertainingtohi mor to her.

7.3 Howareindviduals notified of the procedures for correcting their
I for mation?

Ne w e mpl oyees are provided wth such infor nation a the ti ne they are hired.
Inaddtion users can contact the FSI'S Service Desk a 1-(800) 473-9135.

7.4 If noformal redress is provided what aternatives are available tothe
ind v dual ?

N A

7.5 Privacy | npact Analysis: Hease discuss the privacy risks associated
withthe redress availad e toind vi duals and howthose risks are
mi tigated

Corrections tothe data are securely naintained inthe sanme manner asthe orignal data
therefore, thereis no privacy risk associated wthredress available toind viduals.

Section 8 0 Technical Access and Security

The fdlow ng questions are intended to describe technical safeguards and security neasures.

81 What procedures are in dace to deter mne which users nay access
the syste mand are they docunented?

1) Auser nust beinaspecific group/ depart nent that canj ustify use of t he applicati on
The net wor ki d/i p address ranges of user groups that can j ustify usingthe application
are adready defined The HRG- GSS admn perforns this task

2) Ajustifiable user wouldthen haveto gotothe newuser request page for HRG- GSS
and appl y.

3) Afterthe user submtsthe for m the security officer for that user’s depart nent nust
approve/ decline the request. The officer is natified via enail.

4) Should the security office approve, the request is then sent to the HRG GSS
admnistrator.

5) Once approved, the user wll have accesstothesystem The passwordthat the user
intialy used to submt their request wll becone their main passwordto access the
application

82 WII Depart nent contractors have access tothe syste n?
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Or di narily no, however shoul d a cortractor be authorized to access the syste m they
will be governed by the contract’s identifying rues of behavior for Department of
Agricuture and FSI S systens and security. These types of contracts are routinely
reviewed upon renewal by nmanage ment and contract personnel expert insuch natters.

83 Describe what privacy tranngis provi dedto users either generaly
or specificaly relevant tothe programor syste n¥

US DA Security Awareness and Privacy Trainingis providedto al users. As a
condition of syste maccess, users must successfully conplete securitytraining on a
regular basis or lose syste maccess rights.

84 Has Certification &Accredtation been co npletedfor the syste mor
syste n$ supporting the progran®

Yes. The Certification &Accreditation was conpleted on § 92010 and expires on
892013

85 What audting neasures and technical safeguards are in dace to
prevent msuse of data?

Audits are perfor ned a baththe hardware/ OS level and at the application level. A
the hardware level, the Engi neering Branch uses Event tracker to nonitor server 1ogs,
including user logi ns (fail ure and success), net work connections, syste mprocesses,
etc

Audits onthe application incl ude:

- B week y reportsin which datafromthe NFCisconparedto data wthinthe
applicationto ensure that an e npl oyee’s overall federal infor nationis accurae.

- Qicks and actions by the users are logged by the system

The technical safeguards in place include regular wl nerahility scans, which scan for
vul nerahbilities, irregular patchlevels, and possible web application vul nerabilities.
These scans are perfor ned by the SOC (Syste m Operation Center) and fixes are

i mplenented by the engineering branch  Any securityincidents that coul d possibly
conpromse the server or application are managed bythe SOC Incident Response
team

86 Privacy I npact Analysis: Gventhe sensitivity and scope of the
i nfor mation collected as well as any i nfor mation shari ng conducted
onthe system what privacy risks were identified and how do the
security controls nitigate the n?
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The pri nary risks are that the enpl oyee’s infor nation nay be incorrect or that it nay
be discosedto unauthorized indviduals. These risks are nitigated by the contrals
notedin Sections 17, 24, 33 and 43

Section 9 0 Technol ogy

The fdlowng questions are directed at criticall y anal yzi ng the sel ection process far any
technol ogies uilized by the syste m incl udi ng syste mhardware and a her technol ogy.

9.1 What type of projectisthe programor syste n?

HRCis a General Support System

0.2 Does the project e npl oy technol ogy which nay raise privacy
concerns? If so dease discuss theiri nple nentation

No.

Section 10.0 Third Party V¥bsites/ Applications

The fdlowng questions are directed at criticaly anal yzing the privacy i npact of usingthird-
party websites and/ or applications.

10.1 Has the System Owner (SQ and or Infor mation Systens Security
Program Manager (ISSPM reviewed Office of Minage nent and
Budget (OMB) ne moranduns M10-22 “ Gui dance for Online Use of
Web Masure nent and Custo nizati on Technol ogy” and M 10-23
“Gui dance for Agency Use of Third Party Vébsites and
Applications”?

No.

10.2 What is the specific purpose of the agency’s use of 3" party websites
and or applications?

No 3¢ party websites and/or applications are used.

10.3 What personallyidentifiadeinfor mation (PIl) wll becone availade
through the agency’s we of 3 party websites and or applicatiors.

No 3¢ party websites and/or applications are used.
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10.4 How will the PII that beco nes avail able through the agency’s use of
39 party websites and/ or applications be used?

No 3¢ party websites and/or applications are used

10.5 How will the PII that beco nes avail able through the agency’s use of
39 party vebsites and/ or applications be nai ntai ned and secured?

No 3¢ party websites and/or applications are used.

10.6 Isthe Pl that becorres availabe through the agency’s wse of 3@ party
we bsites and or applications purged period cally?

No 3¢ party websites and/or applications are used.

10.7 Who wll have access to PIl that becones avail ad e through the
agency’s use of 3¢ party vebsites and or applications?

Not applicable as HRG GSS does nat use 3¢ party applications.

10.8 Wth whomwill the PII that becones avail abl e through the agency’s
use of 3% party websites and or applications be shared - either
internaly or externally?

N A

10.9 WII the activtiesinvolvingthe PIl that becones avail ad e through
the agency’s use of 3™ party websites and or applications requi re
either the creation or nodification of asyste mof records notice
(SORN ?

No, it does nat.
10. 10 Does the systemuse web neasure nent and customzati on technol ogy?

No.

10. 11 Does the system all ow users to either decline to opt-in or decide to
opt-out of dl wses of web neasure nent and customzation
technol ogy?

No.
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10.12 Privacy | npact Analysis: Gventhe anount and type of Pl that
beco nes avail abl e through the agency’s we of 3 party vebsites

and or applications, discuss the privacy risks i derntified and howthey
were mtigated

HRC- GSS does nat use 3 party applications to access its data
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Responside Gfiads

Jackie R Shanblin- DOrector, OCHCO
Hunman Resources Dhvision

Office of Minage nent

Food Safety and Inspection Service
United Sates Depart nent of Agricuture

Aicenary Leach — Drector, EQ M5

Office of Public Afairs and Consumner Education
Food Safety and Inspection Service

United Sates Depart nent of Agricuture

Hamn G nman — Chief Infor mation Security CGFficer
Office of the Chief Information Gificer

Office of the Adm nistrator

Food Safety and Inspection Service

United Sates Depart nent of Agricuture

Janet Sevens — Chief Infor mation CFficer
Office of the Chief Information Oficer
Office of the Administrator

Food Safety and Inspection Service
United Sates Depart nent of Agricuture
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