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Abstract

The abstract should be a minimum of three sentences and a maximum of four, if necessary,
and conform to the following format:

o First sentence should be the name of the component and system.
* Second sentence should be a brief description of the system and its function.
e Third sentence should explain why the PIA is being conducted.

The name of the component is the Publication Distribution System (previously Caller
Database). The Publication Distribution System (PDS) is an application that is used to
track and fulfill orders for publications (posters, brochures, DVDs, etc.) that are
requested by the public, either by telephone or the internet. This PIA is being
conducted because the information system contains moderate-risk PII.

Overview

The overview is the most important section of the PIA. A thorough and clear overview gives
the reader the appropriate context to understand the responses in the PIA. The overview
should contain the following elements:

e The system name and the name of the Department component(s) who own(s) the
system;

e The purpose of the program, system, or technology and how it relates to the
component’s and Department’s mission;

o A general description of the information in the system;
e A description of a typical transaction conducted on the system;
e Any information sharing conducted by the program or system;

e A general description of the modules and subsystems, where relevant, and their
functions; and

e A citation to the legal authority to operate the program or system,

. The purpose of this application is to disseminate information about conservation activities fo
the requesting public. ‘

The information that is stored is:
Requester name (first, last)
Requester address (for shippiﬁg producis)
Requester email address (optional)

Requester phone/fax # (optional)
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Typical Internet Transaction:

John Q Public places an order for two posters and a brochure. He enters his
information (name, shipping address, email and phone). The application generates an
email (if applicable) verifying the order. An Administrator user (level 2 eAuth) then
accesses the order and prepares it for shipping (pick, pack, etc.). “Pick, pack”
represents phases of shipping an order. Administrator user then prints shipping label
(via a call to a secure web service provided by UPS) and ships the order.

Typical Telephone Transaction:

John Q Public calls the NRCS Distribution center and requests a poster to be shipped
to him. The Admin user who answers the call collects the Ship to name, shipping
address, and the Phone number and Email address (optional) and enters the
information into the application. The order is completed like web orders (pick, pack,
etc.).

Information is shared with UPS in order to generate tracking numbers and actually
ship/deliver the package(s).

Section 1.0 Characterization of the Information
The following questions are intended to define the scope of the information requested and/or

collected as well as reasons for its collection as part of the program, system, rule, or
technology being developed.

1.1  What information is collected, used, disseminated, or maintained in
the system?

Name, Shipping Address, Email address, Phone/Fax numbers... The shipping address
is just where the requested items get shipped. We only have the capability to store one
address. '

1.2  What are the sources of the information in the system?

General Public, for the purpose of requesting publications.

1.3 Why is the information being collected, used, disseminated, or
maintained?

To provide the requested publications to consumers (the general public).

1.4 How is the information collected?
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1.5

1.6

1.7

Internet or telephone. The information is entered into the database via either
mechanism, depending on how they reach us.

How will the information be checked for accuracy?

The user validates their information, in order to ensure that they receive the
documents that they have requested. Zip codes are validated against an authoritative
source. We get the zip code data from FMS, Inc http.//www.fmsinc.com. FMS is not
an additional vendor—NRCS merely orders zip code data from FMS, FMS provides it
and NRCS merges the zip code data into existing data.

What specific legal authorities, arrangements, and/or agreements
defined the collection of information?

The collection of information from the general public is voluntary, in order to ensure
that they receive the documents that they have requested. Federal laws and agency
policies govern the public release of U.S. Government information.

Privacy Impact Analysis: Given the amount and type of data
collected, discuss the privacy risks identified and how they were
mitigated.

The design of this application ensures that only the minimum required amount/type of
data is collected to meet the requirement of distributing publications to the requesting
public. The customer information is stored in a secure SQL Server database in the
USDA enterprise data center in Kansas City. This information is not displayed
anywhere in the application publically and is used only for the purpose of generating
a shipping label using a web service call hosted and provided by UPS. This web
service call is secure (i.e., uses secure https protocol). HTTPS is another design
element which ensures this system merits a moderately low classification.

Section 2.0 Uses of the Information

The following questions are intended to delineate clearly the use of information and the
accuracy of the data being used.

2.1

2.2

Describe all the uses of information.

A secure web service call to UPS generates a shipping label that uses the information
provided by the requesting user of this application. UPS was selected by USDA. We
are required to use ONLY approved providers.

What types of tools are used to analyze data and what type of data
may be produced?

Page 6


http:http://www.fmsinc.com

USDA Privacy Impact Assessment

e
=

USDA NRCS, Publication Distribution System (PDS)

2.3

24

No analysis of data will be done.

If the system uses commercial or publicly available data please
explain why and how it is used.

Publicly available Zip code data is used by the system to ensure the correct codes are
used to match with the city and state that supplied by the user. The zip code provided
is matched with the FMS data to verify the city and state.

Privacy Impact Analysis: Describe any types of controls that may be
in place to ensure that information is handled in accordance with the
above described uses.

The public-facing portion of this application does not require authentication and
allows a user to enter their data . After this data is entered, the system does not allow
ANY public access to any PII data in the system. If errors occur in data entry (e.g.,
misspelled name), the user must call the PDS contact phone number to correct the
error. A separate Administration Application provides strong access controls to
prevent unauthorized access to the PII data in the system, via Level 2 eAuth. (for
federal personnel)--general public users do not authenticate.

Section 3.0 Retention

The following questions are intended to outline how long information will be retained after
the initial collection.

3.1

3.2

3.3

How long is information retained?

Due to a business decision, the retention period is indefinite, However a purge process
is being designed and will be implemented soon.

Has the retention period been approved by the component records
officer and the National Archives and Records Administration
(NARA)?

Disposal is TBD. Retention period is consistent with requirements given at.
http.//'www.archives.gov/about/laws/disposal-of-records. html#lists

Privacy Impact Analysis: Please discuss the risks associated with the
length of time data is retained and how those risks are mitigated.

The risks associated with this application are LOW TO MODERATE. The data that is
collected from the requesting public is the minimum required to ship conservation-
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related publications. Most of the address information supplied by users belongs to
schools, institutions or NRCS offices, and thus is publically available via phone books
or the internet.

This is LOW TO MODERATE because the minimal risks that exist related to this PII

~are mitigated by the design of this application, which ensures that only the minimum

required amount/type of data is collected to meet the requirement of distributing
publications to the requesting public.

System owner may consider modifying the request form to indicate that only one
address is necessary—the “shipping address.” Noted that the data columns are called
address, address2, address3 and address4. However, they all refer to a ‘single
address’ and are multiple address lines of the same address. The system could, in
fact, be updated to call it “ship-to-address.”

It may be thought that the “internal system-generated numeric customer/user ID
which allows system owner to track the individual. However, the ability to track the
individual is limited since the customer information is stored in a secure SQL Server
database in the USDA NITC enterprise data center in Kansas City.

This Information System (i.e. this application) is hosted by ITS, and is covered by the
ITS Service Level Agreement (SLA) that has been uploaded in CSAM.

Section 4.0 Internal Sharing and Disclosure

The following questions are intended to define the scope of sharing within the United States
Department of Agriculture.

4.1

4.2

4.3

With which internal organization(s) is the information shared, what
information is shared and for what purpose?

The shipping information is not shared.

How is the information transmitted or disclosed?

N/A

Privacy Impact Analysis: Considering the extent of internal
information sharing, discuss the privacy risks associated with the
sharing and how they were mitigated.

N/A, since information is not shared internally.

Section 5.0 External Sharing and Disclosure
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The following questions are intended to define the content, scope, and authority for information
sharing external to USDA which includes Federal, state and local government, and the private sector.

5.1

5.2

5.3

5.4

With which external organization(s) is the information shared, what
information is shared, and for what purpose?

The information is securely shared with UPS, the shipping carrier, Information is only
used to generate shipping labels and tracking numbers.

Is the sharing of personally identifiable information outside the
Department compatible with the original collection? If so, is it
covered by an appropriate routine use in a SORN? If so, please
describe. If not, please describe under what legal mechanism the
program or system is allowed to share the personally identifiable
information outside of USDA.

The sharing of PII with UPS is completely compatible with the purpose of the original
collection of data, since UPS needs the address information to ship the package. This
is covered by an appropriate routine use in the NRCS SORN.

httn://’www.ocio.usda.gov/NRCS-1.txt

How is the information shared outside the Department and what
security measures safeguard its transmission?

The information is securely shared with UPS via an HTTPS web service call.

Privacy Impact Analysis: Given the external sharing, explain the
privacy risks identified and describe how they were mitigated.

The minimal risks that exist related to sharing of this PII externally with UPS are
mitigated because this information is used only for the purpose of generating a
shipping label using a secure web service call hosted and provided by UPS. Risks also
include the internal threat - Since “UPS is the authoritative carrier for USDA,” UPS
ensures that backgrounds are checked. Human error and natural disasters are also
risks. This answer was checked against the NRCS-1 SORN and is consistent with the
SORN.

Section 6.0 Notice

The following questions are directed at notice to the individual of the scope of information collected,
the right to consent to uses of said information, and the right to decline to provide information.
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6.1

6.2

6.3

6.4

Was notice provided to the individual prior to collection of
information?

Yes. Notice is stated on the website: "We collect information in order to ship the
requested products and contact requesters if there is a problem. We share this
information with UPS in order to generate a tracking number. We do not share the
information with anyone else.”

Do individuals have the opportunity and/or right to decline to provide
information?

Yes.

Do individuals have the right to consent to particular uses of the
information? If so, how does the individual exercise the right?

The user has the right to consent to the SOLE use of this information, which is to
ensure that the publication is shipped to the address of their choice. A level 2 eAuth is
required to access the information. It is assumed that the user is trusted to use the
information appropriately. ‘

Privacy Impact Analysis: Describe how notice is provided to
individuals, and how the risks associated with individuals being
unaware of the collection are mitigated.

Notice is given upon users accessing the system. We treat all user information in a
secure manner as described above. A banner is on the Web site. Also, this is verbally
presented to callers as well when they call to order.

VSection 7.0 Access, Redress and Correction

The following questions are directed at an individual’s ability to ensure the accuracy of the
information collected about them.

7.1

- What are the procedures that allow individuals to gain access to their

information?

Users may call the distribution center and verify/update their information.
Administrator users of the application can then modify the information, if necessary.

The NRCS distribution center is the physical location of the warehouse. All shipments
originate there and all business in conducted out of that location. The NRCS
distribution center is located in Urbandale, Iowa. Rules of behavior are expected to be
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7.2

7.3

7.4

7.5

adhered to regarding PII information. Administrators are not to provide information
to callers.

What are the procedures for correcting inaccurate or erroneous
information?

An administrator user securely edits the information.

How are individuals notified of the procedures for correcting their
information?

Instructions for contacting the distribution center are prominently displayed on the
PDS website. This is covered by an appropriate routine use in the NRCS SORN.

If no formal redress is provided, what alternatives are available to the
individual?

N/A because risk is low.

Privacy Impact Analysis: Please discuss the privacy risks associated
with the redress available to individuals and how those risks are
mitigated.

One possible risk is unauthorized system access through the USDA OCIO
eAuthentication system. Access authentication is not an NRCS controlled feature, but
a service provided to NRCS Applications by the USDA OCIO eAuthentication system
at the Department level for all Applications with personal information. The USDA
OCIO eAuthentication PIA is available at
http://www.usda.gov/documents/eAUTH_PIA.doc.

A second possible risk is improper identification through the USDA OCIO
eAuthentication system. Individuals are identified via personal contact and documents
by Local Registration Authorities (LRA) as described at
https://app.eauth.egoyv.usda.gov/AccountServices/MainPages/eauthWhatlsLRA.aspx
. Local Registration Authorities (LRAs) are USDA employees who are trained to act
as the trusted entity to validate the identity of a customer seeking a level 2
eAuthentication account. The role of the LRA can be compared to a Notary Public
who ensures the identity of an individual conducting official business transactions.
This process is called "identity proofing". Training and a list of approved forms of
photo identification for Identity proofing Services for USDA eAuthentication mitigate
this risk.

Section 8.0 Technical Access and Security
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The following questions are intended to describe technical safeguards and security measures.

8.1

8.2

8.3

8.4

8.5

8.6

What procedures are in place to determine which users may access
the system and are they documented?

Anyone may access the public ordering system. A level 2 eAuth is required to access
the admistration application. A Secure Socket Layer (SSL) is also available.

Will Department contractors have access to the system?

Yes.

Describe what privacy training is provided to users either generally
or specifically relevant to the program or system?

- Mandatory Information Security Awareness (ISA) training, annually provided by

AgLearn and written PII training/Rules of Behavior for system users..

Has Certification & Accreditation been completed for the system or
systems supporting the program?

Not yet. C&A was initiated on approximately March 30, 2012 and is in progress.
Intended completion is prior to the deployment in KC (end of May).

What auditing measures and technical safeguards are in place to
prevent misuse of data?

The order fulfillment is done on a manual basis by the users that administer the
application. They review all orders on a daily basis and any spurious data will be
caught by this review. The access to the customer data in Production is limited only to
a few administrator users (currently less than 10) that are NRCS employees and
technical support contractor resources. The SOD (Separation of Duties) exists
currently between the development and production support resources for production
deployment and issue resolution.

Privacy Impact Analysis: Given the sensitivity and scope of the
information collected, as well as any information sharing conducted
on the system, what privacy risks were identified and how do the
security controls mitigate them?

The sensitivity and scope of the information collected is LOW TO MODERATE.
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This is LOW TO MODERATE because the minimal risks that exist related to this PII
are mitigated by the design of this application, which ensures that only the minimum
required amount/type of data is collected to meet the requirement of distributing
publications to the requesting public.

The C&A process is merely underway (March 30, 2012, per Question 8.4 above)...
Thus far, low to moderate is accurate from the ST&E/C&A perspective,

Noted that the data columns are called address, address2, address3 and address4.
However, they all refer to a ‘single address’ and are multiple address lines of the
same address. The system could, in fact, be updated to call it “ship-to-address.”

It may be thought that the “internal system-generated numeric customer/user ID
which allows system owner to track the individual. However, the ability to track the
individual is limited since the customer information is stored in a secure SQL Server
database in the USDA NITC enterprise data center in Kansas City.

The minimal risks that exist related to this PII are mitigated by the design of this
application, which ensures that only the minimum required amount/type of data is
collected to meet the requirement of distributing publications to the requesting public.
The customer information is stored in a secure SQL Server database in the USDA
enterprise data center in Kansas City. The risks that exist related to sharing of this PII
externally with UPS are mitigated because this information is used only for the

purpose of generating a shipping label using a secure web service call hosted and
provided by UPS.

Section 9.0 Technology

The following questions are directed at critically analyzing the selection process for any technologies
utilized by the system, including system hardware and other technology.

9.1

What type of project is the program or system?

The Publication Distribution System accepts requests/orders for items (brochures, posters,
DVDs, etc.) from the public via the Internet and by phone, and ships the requested items via
USPS or UPS.

The Administration site is an asp.net application using mvc (Model View Controller,
http.//www.asp. net/mvc/tutorials/overview/asp-net-mvc-overview), entity framework
(architecture) and SQL server. The public site is an asp.net application using entity
framework and SQL server.
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9.2 Does the project employ technology which may raise privacy
concerns? If so please discuss their implementation.

No.

Section 10.0 Third Party Websites/Applications

The following questions are directed at critically analyzing the privacy impact of using third
party websites and/or applications.

10.1 Has the System Owner (SO) and/or Information Systems Security
Program Manager (ISSPM) reviewed Office of Management and
Budget (OMB) memorandums M-10-22 “Guidance for Online Use of
Web Measurement and Customization Technology” and M-10-23
“Guidance for Agency Use of Third-Party Websites and
Applications”?

Yes.

10.2 What is the specific purpose of the agency’s use of 3" party websites
and/or applications?

The application uses UPS’s web service to generate shipping labels and tracking
numbers for items that are shipped via UPS: ‘

http://www.ups.com/content/us/en/resources/ship/terms/privacy.html

10.3 What personally identifiable information (PII) will become available
through the agency’s use of 3" party websites and/or applications.

Shipping information is made available via secure web services to UPS for the
purpose of shipping publications. This information includes Name, Address, phone
(possibly), email address (possibly).

10.4 How will the PII that becomes available through the agency’s use of
3" party websites and/or applications be used?

Shipping information is made available via secure web services to UPS for the
purpose of shipping publications, in order to create shipping labels/records, and
tracking numbers.
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10.5

10.7

How will the PII that becomes available through the agency’s use of
3" party websites and/or applications be maintained and secured?

Only the minimum required amount/type of data is shared with UPS to meet the
requirement of distributing publications to the requesting public. UPS meets all PCI-
Data Security Standard (DSS) requirements. Data is purged according to UPS policy

10.6 Is the PII that becomes available through the agency’s use of 3r
party websites and/or applications purged periodically?

PII that is shared with UPS is purged according to UPS policies.

Who will have access to PII that becomes available through the
agency’s use of 3" party websites and/or applications?

‘The original requester of publications receives a tracking

10.9

number from UPS via NRCS. That user’s PII is
viewable through the use of that tracking number.
Administrative users can view all data (with level 2
eAuth). General public users may only access via
tracking number.10.8  With whom will the PII that becomes

* available through the agency’s use of 3™ party websites and/or

applications be shared - either internally or externally?

The PII that is made available to UPS is governed by UPS’s privacy policies which
are consistent with USDA approved policy.

Will the activities involving the PII that becomes available through
the agency’s use of 3" party websites and/or applications require
either the creation or modification of a system of records notice

(SORN)?
No.

10.10 Does the system use web measurement and customization technology?

No.
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If so, is the system and procedures reviewed annually to demonstrate compliance to
OMB M-10-23?

<< ADD Answer Here >>

10.11 Does the system allow users to either decline to opt-in or decide to
opt-out of of all uses of web measurement and customization
technology?

N/A, given the “UPS third party — USDA distribution center necessary shipping
arrangement.

If so, does the agency provide the public with alternatives for acquiring comparable
information and services?

10.12 Privacy Impact Analysis: Given the amount and type of PII that
becomes available through the agency’s use of 3" party websites
and/or applications, discuss the privacy risks identified and how they
were mitigated.

HTTPS secure transfer. Application exists behind firewall;, however, data is always
subject to human error. There is the unlikely event that data which falls within the PII
definition may ‘be erroneously engaged. The security/privacy training
administrator/operator would dispose of such rarely encountered PII immediately.
Disaster recovery related error may occur.Responsible Officials

RoopKumar Anikapati, Project Manager,
Publication Distribution System

Natural Resources Conservation Service
United States Department of Agriculture

Approval ignat

Director of IT Security
United States Department of Agriculture
Natural Resources Conservation Service
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